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Introduction 

The purpose of this document is to provide an overview of the information security program at Old 

Dominion University, including the policies and standards that form the foundation of the programity program at Old 

 

http://www.odu.edu/about/policiesandprocedures/computing
http://www.schev.edu/index/institutional/planning-and-performance/restructuring
http://www.schev.edu/index/institutional/planning-and-performance/restructuring
http://www.schev.edu/index/institutional/planning-and-performance/restructuring
http://www.odu.edu/about/policiesandprocedures/university/3000/3505
http://www.odu.edu/about/policiesandprocedures/university/3000/3505


4  

Information Security Policy 

Policy is developed and executed, and expectations are set for protecting University information assets. 

These are supported by related standards and guidelines to facilitate development of procedures across 

the campus that promote information security and compliance: 

 

¶ Industry Cyber Security Frameworks or Standards provide best practices, often based on 

collaboration between industry, academia and government, to identify voluntary practices to 

manage cyber security risks. The National Institue for Standards and Technology (NIST) Cyber 

http://www.odu.edu/about/policiesandprocedures/university/1000/1001
http://www.odu.edu/about/policiesandprocedures/university/1000/1001
http://www.odu.edu/about/policiesandprocedures/university/3000/3500
http://www.odu.edu/about/policiesandprocedures/university/3000/3501
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¶ Policy 3504 – Data Classification Policy 

¶ Policy 3505 – Information Technology Security Policy 

¶ Policy 3506 - Electronic Messaging Policy for Official UniversityCommunication 

¶ Policy 3507 - Information Technology Accessibility Policy 

¶ Policy 3508 - Information Technology Project ManagementPolicy 

¶ Policy 3509 - Software Decision Analysis Policy 

 

Security Policy Management  
In collaboration with appropriate University representatives, the Information Security Officer (ISO) leads 

efforts to develop, approve, and 

 

http://www.odu.edu/about/policiesandprocedures/university/3000/3504
http://www.odu.edu/about/policiesandprocedures/university/3000/3505
http://www.odu.edu/about/policiesandprocedures/university/3000/3506
http://www.odu.edu/about/policiesandprocedures/university/3000/3507
http://www.odu.edu/about/policiesandprocedures/university/3000/3508
/about/policiesandprocedures/university/3000/3509
http://www.educause.edu/
https://internet2.edu/
http://vascan.org/
http://vascan.org/
http://www.odu.edu/about/policiesandprocedures/computing
/about/policiesandprocedures/computing/standards/01/01
/about/policiesandprocedures/computing/standards/01/01
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Information 

http://law.lis.virginia.gov/vacode/title23.1/chapter13/section23.1-1301/
/about/bov/bov-manual/bylaws
/about/bov/bov-manual/bylaws
http://leg1.state.va.us/000/cod/23-38.88.HTM
http://leg1.state.va.us/000/cod/23-38.88.HTM
http://www.odu.edu/its/advisory-committee/itac
http://www.odu.edu/its/advisory-committee/itac
http://www.odu.edu/about/policiesandprocedures/computing/standards/01/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/01/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/01/02
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The responsibilities of the ISO and other positions with security duties are described in Standard 1.2.0, 

Information Technology Roles and Responsibilities. Personnel identified perform their assigned 

responsibilities in support of the Information Security Program. 

 
Technical support staff and individual users are expected to follow established standards and practices and 

to report potential security risks or violations. Administrators across the university are responsible for 

ensuring information security 

http://www.odu.edu/about/policiesandprocedures/computing/standards/01/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/01/02
/about/policiesandprocedures/computing/standards/02/01
/about/policiesandprocedures/computing/standards/02/01
/about/policiesandprocedures/computing/standards/03/01
/about/policiesandprocedures/computing/standards/09/01


/about/policiesandprocedures/computing/standards/04/01
/about/policiesandprocedures/computing/standards/04/01
/about/policiesandprocedures/computing/standards/04/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/04/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/05/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/05/01


http://www.odu.edu/about/policiesandprocedures/computing/standards/06/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/06/05
/about/policiesandprocedures/computing/standards/06/12
/about/policiesandprocedures/computing/standards/06/13
/about/policiesandprocedures/computing/standards/06/13
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security standards including malicious code protection, access controls standards, data protection 

standards, facility security standards, personnel security standards and IT System Security standards. Data 

disposal is specified in an IT Asset Control standard. 

 

Personnel Security 
In addition to defining security roles and responsibilities, personnel security is addressed through pre-

employment screenings, adequate position descriptions, terms of employment, and security education 

and training. The Standards of Conduct and Code of Ethics express responsibilities regarding 

confidentiality, data protection, ethics, and appropriate use of facilities, materials and equipment. Third 

party users are made aware of their responsibility to comply with relevant laws, regulations and University 

expectations. Contractual arrangements further reflect the University’s security policies. 

 

Contingency Planning 

Contingency planning is conducted to minimize the impact and loss of information assets in the event of a 

disaster. Business continuity plans are developq
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in

/content/dam/odu/offices/human-resources/docs/Standards%20of%20Conduct-%20Policy%201.60.pdf
/about/policiesandprocedures/university/1000/1002
http://www.odu.edu/about/policiesandprocedures/computing/standards/07/01
http://www.odu.edu/about/policiesandprocedures/computing/standards/07/01
/about/policiesandprocedures/computing/standards/08/01
/about/policiesandprocedures/computing/standards/08/01
/about/policiesandprocedures/computing/standards/08/02
/about/policiesandprocedures/computing/standards/08/02
/about/policiesandprocedures/computing/standards/08/02
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discuss specific incidents and to identify areas of concern. Additionally, the team meets at planned 

intervals or if significant changes occur to assess 

hhttp://www.odu.edu/about/policiesandprocedures/computing/standards/08/01
http://www.odu.edu/its/advisory-committee/itac
http://www.odu.edu/content/dam/odu/offices/bov/policies/1600/BOV1610.pdf
/about/policiesandprocedures/computing/standards/08/02
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Additional 

http://www.odu.edu/about/policiesandprocedures/computing/standards/05/02
http://www.odu.edu/about/policiesandprocedures/computing/standards/05/02
/about/policiesandprocedures/computing/standards/10/01
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