
Dear Chair Carhart and Faculty Senators, 

The attachment below includes a proposal for a PhD in Cybersecurity.  The proposed PhD 
program will help to increase the number of graduate students at ODU, which is a distinct 
strategic plan goal.  A few points are worth highlighting: 

1. The program builds on the successful MS program in Cybersecurity, which was approved
by the senate five years ago.

2. A survey of ODUôs cybersecurity students found significant demand for the program.
The survey was completed by 27 cybersecurity seniors and 50 graduate students.  Of 50
MS students in the survey, the vast majority (86%) said they would definitely (20), very
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programs have lagged behind.  The result is that it has become increasingly difficult to hire and 



 

4 
 

 
Building on the success of the undergraduate programming, ODU created a Master of Science in 
Cybersecurity in 2018. The MS program grew quickly from 14 students in Fall 2018 to 203 
students in Fall 2023. The undergraduate program grew in even larger numbers.  When the 
program was first created in 2015, 11 students were enrolled in the program.  In Fall 2023, 1,244 
students identified as cybersecurity majors.  In other words, the cybersecurity programs 
experienced a more-than 100-fold over an eight-year time period. 
 
To support the growth in the degree programs and enhance cybersecurity research, ODU has 
invested significantly to support the cybersecurity initiative, including about a half million 
dollars equipment fund to create a state-of-the-art cybersecurity infrastructure, named 
Cybersecurity Research Environment (CRE).  This environment supports research, education, 
and outreach activities. It enriches course projects by implementation and experimental 
activities, providing students with hands-on experience, which has been shown to be an 
important factor in stimulating studentsô interest and sharpening their scientiýc reasoning and 
problem-solving skills.  An additional $3 million was invested in creating the Cyber Innovation 
Park, the physical location where the School is housed. The School occupies 10,000 square feet 
of newly renovated space for classrooms, student commons, cyber labs, offices, meeting rooms, 
and a data center. The School operates a unique cybersecurity research and education 
infrastructure, established in 2017 and enhanced since then by multi-million dollars of 
cyberinfrastructure grants and state investment. It enables students to carry out hands-on 
exercises, learn cybersecurity tools and techniques, and work with faculty on research projects. 
 
In addition, Old Dominion University has taken a lead in developing and fostering community 
partnerships between businesses, non-profits, public service units, and regional contractors.  
Three programs central to these partnerships are the Hampton Roads Cybersecurity Education, 
Workforce, and Economic Development Alliance (HRCyber), the Virginia Cyber Alliance, and 
the Coastal Virginia Cybersecurity Initiative.  Created in 2016, HRCyber was designed to 
promotion regional collaboration between high school programs, higher education institutions, 
businesses, and non-profits.  Supported through a grant from the National Institute for Standards 
and Technology, HRCyber formalized degree pathways between regional institutions, led to the 
development of a regional cybersecurity internship program, created cybersecurity partnerships 
between businesses and higher education institutions, and resulted in ODU changing its 
cybersecurity curriculum to better meet the needs of the business community.  The HRCyber Co-
Laboratory expanded on HRCyber to create additional internships and a digital entrant program, 
which provides businesses salary support for hiring new cybersecurity workers.  More recently, 
as part of Virginiaôs Commonwealth Cybersecurity Initiative, ODU led the development of the 
Coastal Virginia Center for Cyber Innovation.  CoVA CCI provided an opportunity to fiscally 
sustain the HRCyber initiative and connects cybersecurity researchers, faculty, students, and 
businesses across the region and the state.    
 
ODUôs growth in cybersecurity programming, investment in its cybersecurity research 
infrastructure, and leadership in business partnerships provides the foundation needed for a 
vibrant and innovative PhD program in cybersecurity. 
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Mission 
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 Two letters of recommendation from individuals familiar with the applicantôs 
professional and/or academic background 

 A current resume 
 A statement of professional goals 
 Current scores on the Test of English as a Foreign Language (TOEFL) with a minimum 

of 230 on the computer based TOEFL or 80 on the TOEFL iBT, if the applicantôs native 
language is not English. 

 
Students with previously completed work at a regionally accredited institution may submit a 
request for a maximum of 12 elective graduate credit hours to be transferred into the program. If 
approved by the admission committee, it will be added to the transcript. 
 

Target Population 
 
Three sets of students will be targeted for the proposed program. The first will be Old Dominion 
University students who are currently enrolled in the cybersecurity programs at ODU. For many, 
it will represent a natural progression, particularly if they are currently working in, or have plans 
to, work higher education or research.  
 
The second target group includes cybersecurity students enrolled in bachelorôs and masterôs 
degree programs across the Commonwealth of Virginia and nation.  In particular, those with 
interest in teaching about and researching cybersecurity will be the target group.  The availability 
of the online option will allow us to target students from across the Commonwealth of Virginia 
who otherwise may not be able to move. 
 
The third target group includes current cybersecurity instructors who have a masterôs degree but 
no doctoral degree and are teaching at community colleges across the Commonwealth and 
nation.   Other doctoral programs at ODU have successfully provided doctoral training to this 
segment of the higher education community by offering online degree programs in their 
disciplinary areas. 
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Students entering from an undergraduate degree program will have opportunities to choose five 
restricted electives to learn about different aspects of cybersecurity, e.g., in information systems, 
network systems, clouds, mobile and wireless systems, operating systems, and cyber-physical 
systems (including the emerging Internet-of-Things). Courses are also offered to address such 
important cybersecurity topics as reverse software engineering, digital forensics, thread 
modeling, and ethical hacking and penetration testing.  Students will learn how to identify 
problems, gather information, analyze data, define hypotheses, develop solutions, establish 
contingencies, and effectively articulate and communicate results. They will also have 
opportunities to interact with potential employers through recruitment and networking events.  
 
After students have completed the foundational cybersecurity coursework and the masterôs 
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CYSE 625 Advanced Ethical Hacking and Penetration Testing 
CYSE 635 AI Security and Privacy 
CYSE 695 Advanced Topics in Cybersecurity 
CYSE 697 Independent Study in Cybersecurity  
CS 564 Networked Systems Security 
CS 565 Information Assurance for Cybersecurity 
CS 566 Principles and Practice of Cyber Defense 
CS 567 Introduction to Reverse Software Engineering 
CS 761/ 861 Malware Analysis and Reverse Engineering (3 Credit Hours)   
CS 569 Data Analytics for Cybersecurity 
CS 522 Introduction to Machine Learning (3 Credit Hours)   
CS 580 Introduction to Artificial Intelligence (3 Credit Hours)   
CS 624 Data Analytics and Big Data (3 Credit Hours)   
CS 722/ 822 Machine Learning (3 Credit Hours) 
CS 733/ 833 Natural Language Processing (3 Credit Hours)   
ENMA 625 Introduction to Homeland Security Logistics 
MSIM 670 Cyber Systems Engineering 
**Students entering with an MS will not take these courses. 
 
Advanced Electives (15 hours) 
Select 15 hours from three different disciplines.  
CRIM 832 Advanced Cybercriminology (3 Credit Hours) 
CS 764 Blockchains and Cryptocurrencies: Fundamentals, Technologies, and Economics (3 
Credit Hours)  
CS 865 Internet of Things Security (3 Credit Hours)  
CS 872 Advanced Computer and Network Security (3 Credit Hours)  
CS 873 Data Mining and Security (3 Credit Hours)  
CS 874 Distributed System Security with .Net (3 Credit Hours)  
CYSE 897. Independent Study (3 credit hours).   
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Candidacy Examination 
Students in the PhD in Cybersecurity will be required to pass written and oral examinations to 
qualify for candidacy for the degree of Doctor of Philosophy. These examinations will assess the 
studentôs ability to coherently relate information taken from the core and research skills courses 
in a critical and scholarly manner. The studentôs advisor must recommend the student for the  
candidacy exam during the semester in which he/she is scheduled to complete all coursework 
(except for dissertation hours) required for the degree. The graduate program director (GPD) is 
responsible for coordinating the administration of the written and oral candidacy examinations 
and will appoint a committee to administer the exams. The examination committee will be made 
up of at least three (3) faculty members, all of whom must be graduate certified and two of 
whom must be affiliated with the School of Cybersecurity. The procedure for candidacy exams 
will follow guidelines in the Old Dominion University Graduate Catalog.  
 
After successful completion of the written examination, an oral examination, which must be 
taken prior to the end of the next semester, is given addressing topics discussed in the written 
examination and possible additional materials. All students must pass both the written and oral 
candidacy examinations. Any student not passing an examination will be allowed to take it a  
second time. If a student does not pass an exam on the second attempt, that student will be 
suspended from the program.  
 
Dissertation Research 
Once the written and oral candidacy examinations have been passed, a dissertation committee 
will be formed to supervise dissertation research. This committee will be formed by the student,  
in consultation with his or her advisor and approved by the GPD. After approval of the  
dissertation proposal, the chair of the dissertation committee shall recommend the studentôs 
admission to candidacy to the GPD and the Dean. Each student will complete at least 18 credit 
hours of dissertation research (CYSE 899: Doctoral Dissertation) during which major work will 
result in development of a doctoral dissertation that represents original research efforts by the 
student.  
 
The dissertation may take the form of one major project, or three related research projects 
prepared for journal publication. Upon completion of the dissertation, the studentôs dissertation 
committee will conduct a public examination and defense of the dissertation. Final approval is 
the responsibility of the dissertation chair, the GPD, and ultimately the Dean of the 
Interdisciplinary Studies, who together certify the candidate for graduation. 
 



 

10 
 

 Requiring an online orientation session for all new students, aimed at introducing the 
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Student Assessment 
 
Students will be evaluated throughout the program using formative assessments such as case 
studies, papers, research projects, and presentations. Student learning outcomes cover many of 
the professional and empirical competencies required of higher education professors and 
researchers. Specifically, graduates will be able to: 
 

1. Analyze ethical and social issues in the area of cybersecurity and communicate the 
underlying implications of those issues to multiple audiences. 

2. Conduct independent research on cybersecurity using multiple research methods. 
3. Communicate in writing the results of their research for both scholarly and non-scholarly 

audiences. 
4. Integrate principles and methods from a variety of disciplines to study cybersecurity. 
5. Apply their interdisciplinary expertise through course instruction and scholarly research; 

and 
6. Orally communicate their understanding of cybersecurity and explain decisions in 

cohesive and well-structured presentations to both technical and non-technical audience.   
 
These student learning outcomes are provided in the following assessment map. 
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3. Written Research 
Communicate in writing 
the results of their research 
for both scholarly and non-
scholarly audiences; 

CYSE 899 Doctoral Dissertation CYSE 899 
 80% of students will successfully complete a dissertation 

project (either as one comprehensive study or three journal 
articles) 

4. Integrated 
Perspective 

Integrate principles and 
methods from a variety of 
disciplines to study 
cybersecurity; 

CYSE 802 Cybersecurity 
Seminar   
 
CYSE 801 Advanced 
Cybersecurity Techniques and 
Operations II 
 
 
 

CYSE 802  
 90% of students will develop a cybersecurity research 

proposal that integrates ideas from at least three disciplines 
(Research proposal)  

CYSE 801 
 90% of students will complete a cybersecurity diagnosis 

and be able to explain how the diagnosis would be 
explained through multidisciplinary frameworks. 

5. Instruction and 
Research 

Apply interdisciplinary 
expertise through Þ tᵐ̾



 

15 
 

Employment Skills/Workplace Competencies 
 

Graduates of the proposed Doctor of Philosophy program in Cybersecurity will have the skills 
and abilities needed for employment and workplace competencies to work in higher education 
and in industry.  
 
As faculty members, graduates will be able to: 

 
1. Develop and deliver effective cybersecurity instruction in an undergraduate or graduate 

college or university program. 
2. Conduct cybersecurity research studies independently and in collaboration with other 

scholars.  
3. Advise and mentor cybersecurity students. 
4. Serve as professional consultants and advisors to government and industry bodies seeking 

guidance. 
5. Expand scientific knowledge about cybersecurity through multiple disciplinary 

frameworks. 
 
As a cybersecurity researcher working in industry or government settings, graduates will be able 
to: 

1. Develop original research projects focused on cybersecurity. 
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In many cases, emergent cybersecurity academic programs relied on these 
practitioners as adjunct faculty to transfer and impart knowledge to students. 
However, this approach proved insufficient to develop an overall academic 
discipline of cybersecurity with effective educational programs to meet the 
growing and changing need for cybersecurity professionals.17 

 
Cybersecurity doctoral programs have also been justified on the belief that such programs could 
build bridges between industry and higher education.  From this perspective, the pool of possible 
doctoral students would include cybersecurity professionals who use their cybersecurity 
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obtain the right skills in the field.ò26  Another team noted that while disciplinary degrees were 
appropriate for some cybersecurity careers, interdisciplinary approaches were preferable for 
some occupations.27  When cybersecurity doctoral training is embedded in existing disciplinary 
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 Cybersecurity annual enrollment increases were 15 percent between 2018 and 2022.28 
 
The number of new academic programs also increased over recent years.  In 1999, seven 
institutions were designated as National Centers of Academic Excellence in cybersecurity 
education.  Today, more than 400 institutions hold that designation.29  Despite this growth in 
enrollment and academic programming, the development of doctoral programs in cybersecurity 
has not kept pace.  In fact, there are just four cybersecurity doctoral programs in the United 
States.  These include the following: 

 Northeastern University, an institution with an NSA Center of Academic Excellence in 
Research, offers a PhD in Cybersecurity.  The program is available on-campus. 

 Marymount University, an institution with an NSA Center of Academic Excellence in 
Cyber Defense, offers a Doctor of Science in Cybersecurity.  The program is available 
online and on-campus. 

 NOVA Southeastern University, an institution with an NSA Center of Academic 
Excellence in Cyber Defense, offers a PhD in Cybersecurity Management.  The program 
is available online and on-campus. 

 Purdue University, an institution with an NSA Center of Academic Excellence in 
Research, offers an interdisciplinary PhD in Information Security.  The program is 
available online on-campus. 

 
Some institutions offer cybersecurity concentrations within existing doctoral programs. While 
filling a need, the absence of programs specifically in cybersecurity keeps the field from moving 
forward and keeping pace with enrollment and job demand growth. 
 
Virginia Focus 
Cybersecurity higher education programs have increased rapidly in the Commonwealth of 
Virginia.   Tables 1 and 2 show enrollments in associateôs and bachelorôs degree programs in 
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Student Demand 
 

Student demand for a PhD level program in cybersecurity is strong, as evidenced by three sets of 
data, as follows.  
 

1. Enrollments in cybersecurity undergraduate and graduate programs, providing a pool of 
prospective graduate students in this program. Specifically, the Office of Institutional 
Research at ODU reports those enrollmentsðin cybersecurity, cybercrime, and enterprise 
cybersecurity majorsðas follows: 

 Fall 2015   11 
 Fall 2016   69 
 Fall 2017 131 
 Fall 2018         370 
 Fall 2019   608 
 Fall 2020   843 
 Fall 2021   964 
 Fall 2022       1251 
 Fall 2023       1451 
 

2. Results of a survey sent to undergraduate (junior and seniors) and graduate (masterôs) 
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STATE COUNCIL OF HIGHER EDUCATION FOR VIRGINIA 
SUMMARY OF PROJECTED ENROLLMENTS IN PROPOSED PROGRAM 

 
Projected enrollment: 

 
Assumptions 
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target year.  In year 3, a third cybersecurity faculty member will provide 50% of effort to the 
proposed program, providing .5 FTE through the target year.  In year 4, a fourth cybersecurity 
faculty member will contribute 50% of effort to the proposed program, providing .5 FTE through 
the target year.   
 
Full-time faculty from the School of Cybersecurity will contribute .5 FTE effort in the initiation 
year and 2.0 FTE effort by the target year, 2030-2031. 
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No new resources will be required to launch or operate the proposed Doctor of Philosophy in 
Cybersecurity.  
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X Agree  
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APPENDIX A 
PLAN OF STUDY 

  
Sample Plan of Study for Full-Time Students from BS program 

Course Credits Category 
Fall I   
CYSE 600 Cybersecurity Principles 3 Core 
Restricted Foundational Elective 3 Elective 
CYSE 603 Advanced Cybersecurity Law and Policy 3 Core 
                                                                 TOTAL 9 credits 
Spring I   
CYSE 601 Advanced Cybersecurity Techniques and Operations 3 Core 
CYSE 605 Leadership and Management in Cybersecurity 3 Core 
Restricted Foundational Elective 3 Elective 

     TOTAL 9 credits 
Summer I   
Restricted Foundational Elective 3 Elective 

TOTAL 3 credits 
Fall II   
CYSE 616 Cyber Defense Fundamentals 3 Core 
CYSE 800 Research Methods in Cybersecurity 3 Elective 
Restricted Foundational Elective  3 Elective 

TOTAL 9 credits 
Spring II   
CYSE 802 Cybersecurity Seminar  3 Core 
CYSE/ PHIL 803 Moral Reasoning for Emerging Technologies 3 Core 

 

��

 

��



 

 

Total 1 Credit 
Fall IV   
CYSE 899 Doctoral Dissertation 4 Dissertation 

Total 4 Credit 
Spring IV   
CYSE 899 Doctoral Dissertation 4 Dissertation 

Total 4 Credit 
Summer IV   
CYSE 899 Doctoral Dissertation 1 Dissertation 

Total 1 Credit 
Fall V   
CYSE 899 Doctoral Dissertation 4 Dissertation 

Total 4 Credit 
Spring V   
CYSE 899 Doctoral Dissertation   4 Dissertation 

Total 4 Credits 
Total Required for Degreeð78 credits 

 
 
 
 

Sample Plan of Study for Part-Time Students from BS Program 
Course Credits Category 
Fall I 
CYSE 600 Cybersecurity Principles 3 Core 
CYSE 603 Advanced Cybersecurity Law and Policy 3 Core 
                                                                 TOTAL 6 credits 
Spring I 



 

 

CYSE 800 Research Methods in Cybersecurity  3 Core 
     TOTAL 6 credits 

Fall IV   
CYSE 801 Advanced Cybersecurity Techniques and Operations 
II 

3 Core 



 

 



 

 

 
 

APPENDIX B 
COURSE DESCRIPTIONS 

New courses are denoted with an asterisk. 

Core Courses 

CYSE 600 



 

 

Prerequisite: CYSE 600. 
 
CYSE 701/801 Advanced Cybersecurity Techniques and Operations II (3 credits) 
Students apply the tools and techniques learned in Advanced Cybersecurity Techniques and 
Operations.  Virtual laboratory work is conducted, and students produce scientific reports 
describing the results of their analyses, investigations, and diagnoses.   
Prerequisite: CYSE 601. 
 
CYSE 802 Cybersecurity Seminar* (3 credits) 
Introduces new PhD students to the study of cybersecurity through an interdisciplinary lens 
interdisciplinary fields of study offered as doctoral programs at ODU. Students will read studies 
published by ODU scholars and discuss how interdisciplinary research informs society.  Students 
will identify possible research agendas for their doctoral studies.  Professional development will 
be included.    
 
CYSE/ PHIL 803 Moral Reasoning for Emerging Technologies* (3 credits)   

This course provides training in how to think critically and inclusively about moral and ethical 
concerns in the context of new, emerging, and developing technologies. In these contexts where 
ethical guidelines and practices have not been fully developed, it is necessary to have experience 
with flexible and adaptive training in identifying and thinking through moral concerns. Students 
will develop these skills through a study of philosophy of technology, history of technology, and 
Science and Technology Studies combined with active and creative forms of speculative 
application of these theories and methods. 

 
CYSE 868 Cybersecurity Practicum* (3 credits)   
Students work in a professional setting and apply their cybersecurity skills.  The professional 
setting may include a higher education setting, industry, ]&e 



 

 

The course will discuss traditional and advanced machine learning techniques, e.g., neural 
network, deep convolutional neural network, generative adversarial network, and transfer 
learning algorithms. Students will engage in oral and written communication by reporting and 
presenting the materials of the course project. 
 
CYSE 525 Cybersecurity Strategy and Policy (3 Credit Hours)  
This course explores cybersecurity policy and strategy and introduces students to the essentials 
of strategy development and policy making in cybersecurity. Topics considered include planning 
principles in cyber strategy; risk management and cybersecurity policy; the connections between 
cybersecurity policies, businesses, and governmental institutions; the knowledge, skills, and 
abilities needed to develop and implement cybersecurity policy; the social, political and ethical 
implications that arise in cybersecurity policies and strategies; strategies to assess cybersecurity 
policy; and the ties between national security and cybersecurity policy. 
 
CYSE 526 Cyber War (3 Credit Hours)  
This course explores the national security dimensions of cybersecurity and examines cyber war 
in international relations. Exploration of cyber war begins with an examination of cybersecurity 
as a component of national security and investigates the topics of U.S National Cybersecurity 
and other national approaches to cyber war. The topics of cyber deterrence, cyber as a military 
domain, the roles of international organizations in cyber war, cyber terrorism, the role of social 
media, and information warfare will be discussed. The international dimension of cybersecurity 
is also discussed. 
 
CYSE 595 Topics in Cybersecurity (3 Credit Hours)  



 

 



 

 

cryptography, malicious activity detection, system security architectures, defense in depth, 





 

 

virtual machine environment. They will also play with a number of security tools to understand 
how they work and what security guarantee they provide. Laboratory work required. 
Prerequisites: basic knowledge of programming, computer networks and operating systems; no 
prior knowledge of computer security is necessary 
 
CS 872 Advanced Computer and Network Security (3 Credit Hours)  
This course is a research-oriented, graduate-level course, centering around basic protocols and 
technique, as well as advanced, state-of-the-art topics to secure computer and Internet services. 
Topics include System and Software Security, Cryptography and PKI, Internet Infrastructure and 
Network Security, Web and Browser Security, Cloud Security, and Online Privacy. 
Prerequisites: CS 455 or CS 555  
 
CS 873 Data Mining and Security (3 Credit Hours)  
Introduction to data mining; Algorithms including naive Bayes, Decision Trees and Rules, 
Association Rules, Linear classification, and Clustering; Cross validation, Lift charts, ROC 
Curves; SVM, Bayesian networks, K-means clustering; Data transformation; PCA; Ensemble 
Learning; Application of data mining to security and privacy including authentication, 
authorization, and intrusion detection; Privacy-preserving data mining.  
 
CS 874 Distributed System Security with .Net (3 Credit Hours)  
The course provides a detailed coverage of security aspects of ASP.Net. It examines distributed 
system architectures, ASP.Net security framework, cyber attacks, system vulnerabilities, C# and 
ADO.Net. It also discusses windows and forms authentication, authorization, impersonation, and 
code obfuscation, and advanced concepts, including secure web services, runtime security, 



 

 

Engineering; and (5) digital mechanisms of trust and security for digital engineering. 
Prerequisites: ENMA 646 
 
ENMA 824 Risk Analysis (3 Credit Hours)  
Approaches to the management of risk; probability assessment methods; risk modeling; use of 
software packages; extensions of decision analysis, including stochastic dominance and 
multiattribute methods; applications to project management, scheduling, and cost estimation.  
 
ENMA 825 System Risk and Failure Analysis (3 Credit Hours)  
This course is about the modeling of system dependencies using functional dependency network 
analysis to support the design of new and failure analysis of existing engineering systems. At the 
end of this course, students will be able to model and measure the operability and performance of 
todayôs highly networked and richly interconnected systems. 
 
ENMA 850 System of Systems Engineering (3 Credit Hours)  
Comprehensive treatment of System of Systems Engineering (SoSE), including fundamental 
systems principles, concepts, and governing laws; complex and simple systems; underlying 
paradigms, methodologies, and essential methods for SoSE analysis, design, and transformation; 
complex system transformation; current state of SoSE research and application challenges. 
Explores the range of technological, human/social, organizational/managerial, policy, and 
political dimensions of the SoSE problem domain. 
 
ENMA 855 Human System Engineering (3 Credit Hours)  
This course introduces concepts of Human System Engineering, focusing on designing systems 
that include human components. Human System Integration and Human Factors Engineering are 
discussed, as well as other human centered design approaches. The role of human data in 
systems and systems of systems design is explored, and methods to capture and represent human 
data, including architecture frameworks, are presented. Modeling and analysis of human centered 
systems is done through hands-on projects.  
 
ENMA 871 Risk and Vulnerability Management of Complex Interdependent Systems (3 Credit 
Hours)  
Seminar discussions and team projects. A systematic approach to basic principles of design, 
economics, and management of critical infrastructure systems, including issues of risk, 
vulnerability, and risk governance. Development of advanced methodologies, e.g. system of 
systems, by use of complexity analysis, dynamic/chaotic behavior, threat analysis, resilient 
design, and management under normal and stress conditions. Adopting an agent-based modeling 
approach under conditions of uncertainty, dysfunctionality, malicious attacks and/or presence of 
natural perils. Prerequisites: Permission of the instructor 
 
ECE 742 Computer Communication Networks (3 Credit Hours)  
This is an advanced level course in data communications. A focus is placed on the analysis, 
modeling, and control of computer communication systems. Topics include packet switched 
networks, circuit switched networks, ATM networks, network programming, network control 
and performance analysis, network security, and wireless sensor networks. 
 



 

 

IDT 830 Principles and Practices of Human Performance Technology (3 Credit Hours)   
This course explores both the principles and practices of human performance technology, with 
roughly equal emphasis on both. Students will learn what HPT is, how it's applied in practice, 
and how and why instructional designers need to know about it. Particular emphasis is given to 
determining whether or not problems are best amenable to instructional solutions. 
 
IS 721/821 New World Order: Chaos or Coherence? (3 Credit Hours)  
This course explores ideas of order and how they apply to international politics over space and 
time. Using theories of international relations, students look at how states and other international 
actors shape the principles and practices on which order is built and how these actors navigate 
among the many challenges and disruptions that arise. Specifically, students study the 
international liberal order, power shifts, and technological innovations, including cyber, and the 
rise and demise of norms in the international system. 
 
PSYC 870 Human Factors Psychology (3 Credit Hours)  
The application and evaluation of psychological principles and research relating human behavior 
to the design of tools, technology, and the work environment. Theory, methods, and application 
are emphasized. Prerequisites: PSYC 731/PSYC 831 and PSYC 741/PSYC 841 or equivalents or 
permission of the instructor 
 
PSYC 876 Human-Computer Interaction (3 Credit Hours)  
Review of the physical, cognitive, and performance capabilities and limitations of humans as 
they interact with modern computer systems. Emphasis is placed on the tools, techniques and 
procedures for the assessment and effective design of computer hardware, software and displays 
of information. 
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Sanzo, Karen, EdD, 2006, Education Administration and Policy Studies, The George 
Washington University.  Professor of Educational Leadership.  Specialization areas: Design 
thinking, improvement science, education. 
 
 
Foundation and Advanced Elective Faculty 
 
Shetty, Sachin, PhD, 2007, Modeling and Simulation, Old Dominion University. Associate 
Professor of Modeling, Simulation and Visualization Engineering. Specialization areas: Cloud 
and mobile security, computer networking, network security and machine learning.  
 
Ning, Rui, PhD, 2020, Electrical & Computer Engineering, Old Dominion University. Assistant 
Professor of Computer Science. Specialization areas: cybersecurity and secure & privacy-
preserved AI. 
 
 
Mukkamala, Ravi, PhD, 1987, Computer Science, University of Iowa. Professor of Computer 
Science. Specialization areas: Security and privacy in computer systems and networks, database 
security, access control, and key management.  
 
Handley, Holly, Ph.D., Information Technology and Engineering, George Mason University, 
1999, Professor. Specialization: Data Science, Human Systems Engineering 
 
Payne, Brian K. PhD, 1993, Criminology, Indiana University of Pennsylvania, Professor of 
Cybersecurity, Specialization areas: Cybercrime, Cybercriminology.  
 
Gheorghe, Adrian, PhD, 1975, Systems Engineering, System Science, City University 
(London). Professor of Engineering Management and Systems Engineering and Batten Endowed 



 

 

 
APPENDIX D - EMPLOYMENT DEMAND - JOB ANNOUNCEMENTS   
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APPENDIX E - STUDENT DEMAND-STUDENT SURVEY 
    
 
  





 

 

 



 

 



 

 

 



 

 

If ODU were to offer a Doctor of Philosophy in Cybersecurity, would you enroll? (cybersecurity 
Masterôs students, n=50). 
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If ODU were to offer a Doctor of Philosophy in Cybersecurity, would you enroll? (all 
cybersecurity respondents, n=77). 
 

 
 
 
  

27

22

13



 

 

Summary Responses. 
 

 
  



 

 

Could you please comment on how this Doctor of Philosophy degree in Cybersecurity 
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